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Abstract 

 

The authoritarian regime in Iran has invested heavily in digital surveillance to identify and 

silence voices of dissent. Key institutions have emerged to develop new legal precedence, 

new technologies and new mechanisms of detection to capture cyber activists. Iranian 

authorities have learned from other digital authoritarian regimes, such as China, and have 

improved related technologies to exercise control over the internet and attempt to build a 

firewall around internet users in Iran. While dissident voices continue to be heard, the ruling 

regime has intensified its campaign of control in cyberspace. The battle over Virtual Private 

Networks (VPNs) is the latest episode in this digital authoritarian drive for control. The ruling 

regime’s policies on cyberspace demonstrates its significance in the eyes of the authorities for 

the longevity of authoritarianism.    

Policy Recommendations 

 

• Western powers, particularly the US and the EU, should foster a framework of 

international collaboration among democratic nations and human rights and 

cybersecurity organizations to raise awareness about the pervasive surveillance 

system in Iran. Collaborative efforts should span mutually orchestrated research 

initiatives, foster the seamless exchange of crucial information, and support the 

strategic deployment of advocacy campaigns. 

• International human rights organizations should initiate a proactive advocacy campaign 

to secure the recognition and robust protection of digital human rights in influential 

international forums. Western powers should help by leading the efforts to formalize 

the acknowledgment of fundamental rights, including online privacy and freedom of 

expression, as fundamental pillars in the digital realm.  

• Digital authoritarianism is a growing global concern that is aided and abetted by the 

proliferation of censorship and surveillance systems. The EU should address this 

challenge by strategically supporting and amplifying the efforts of established and 

secure VPNs. By expanding access to these reliable tools, a broader spectrum of 

individuals in Iran can benefit from enhanced online privacy and circumvent digital 

surveillance. 

• The United States and Canada should implement targeted sanctions directed at 

individuals and entities actively involved in the creation and sale of VPNs that 

contravene established human rights principles. This endeavour can start with 

identifying private enterprises collaborating with the Iranian regime to facilitate the 

expansion of surveillance systems, including those related to VPNs. 
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Over the past 20 years, developments in 

digital technologies have allowed states to 

dramatically elevate the scope and depth of 

their domestic surveillance capacity. The latter 

has allowed the state to monitor internet 

communications, collect information on 

individuals, and watch people's movements in 

urban environments. Managed by an 

expansive bureaucratic structure, such 

technological tools and practices have led to 

the emergence of surveillance systems 

worldwide. The COVID-19 pandemic has 

accelerated the use of surveillance technology 

across the world, adding force to the critical 

assessment of technology as not being 

neutral. In the context of China, for example, 

Chin and Lin have argued that surveillance 

technology has been put to the service of 

authoritarian rule for intrusive monitoring and 

data collection (Chin and Lin 2022). Research 

on surveillance systems has also explored 

innovative aspects in major cases such as 

China’s Golden Shield Project (Chandel et al. 

2019) and the Great Firewall (Griffiths 2021), 

Russia’s Runet (Ermoshina et al. 2022), and 

the United States’ National Security Agency 

(Greenwald 2014), while overlooking 

developing countries that have also built their 

surveillance systems with unique 

characteristics.  

Iran is a poignant case of an authoritarian 

regime that has been building an expansive 

surveillance apparatus with technological and 

bureaucratic investment. Since the 2000s, the 

internet’s widespread use has allowed the 

Iranian public to bypass state censorship. The 

internet was feared by the leadership and 

seen as a threat to state control. The Iranian 

authorities have invested in various 

censorship methods to control the physical 

and digital realms (Kawerau et al., 2022). 

However, censorship systems have been 

unable to tame cyberspace. From the 2009 

Green Movement to the 2022 ‘Woman, Life, 

Freedom’ movement, Iranian users have used 

the internet and, in particular, social media to 

raise their voices against the ruling autocracy. 

The Iranian regime’s efforts at exercising 

control have encountered significant 

resistance; Iranian users have increasingly 

sought to circumvent censorship. This has 

prompted the government to develop a 

sprawling surveillance system to address the 

shortcomings of censorship measures. What 

are the peculiar characteristics of the Iranian 

surveillance system? What can it tell us about 

emerging surveillance systems in developing 

countries of authoritarian character? What are 

the implications for global policymakers and 

civil society whose goal it is to enable Iranian 

citizens to freely access the worldwide web? 

This study examines this Iranian surveillance 

system. It first showcases the institutional 

design where the Supreme Council of 

Cyberspace (SCC) sits at the top of the 

institutional hierarchy, designing laws and 

policies to monitor Iranian citizens' online 

behaviour and restrict their digital freedoms. 

We then explore the role of the Cyber police 

(FATA) in monitoring Iranians' online 

behaviour and identifying dissident individuals. 

In addition, the Islamic Revolutionary Guard 

Corps (IRGC) is involved in actively flooding 

digital environments to manipulate online 

discourses through their cyber battalions. We 

then move on to discuss an innovative 

strategy employed by the Iranian regime 

wherein they utilize counterfeit Virtual Private 

Networks (VPNs) under their control to 

monitor and track users' online activities, steal 

sensitive data, and establish their real 

identities. As many Iranians resorted to using 

VPNs to circumvent harsh restrictions on 

internet access, the Iranian government 

invested in creating fake VPNs to deny 

Iranians such opportunities and instead 

attempted to steal their information. We also 

discuss how certain government actors 

abused this situation for economic gain by 

investing in creating and distributing fake 

VPNs, thus capitalizing on a lucrative market. 

Finally, we discuss the implications of the 
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Iranian case for global processes of 

authoritarian diffusion and the role of digital 

technologies in it.  

This paper draws on primary and secondary 

data. The primary data includes interviews, 

official reports, and policy documents from 

Iran on institutional reforms, policy proposals, 

and state-market relations. The research team 

carried out 10 in-depth interviews via Zoom 

with relevant participants, including tech 

experts, digital and human rights activists, 

researchers, and journalists. Separate 

questionnaires were designed for participants 

in different categories to solicit the most 

relevant data in those interactions. Interviews 

took place during October 2022 - March 2023 

over Zoom. The secondary data is drawn from 

Western and Iranian media reports and 

existing literature. 

 

Institutions of Authoritarian Surveillance  

Authoritarian regimes strategically allocate 

resources to acquire sophisticated digital tools 

customized for monitoring and analysing 

online activities. This empowers them to 

efficiently mitigate potential threats before 

their proliferation, thus safeguarding against 

potential adverse repercussions (Qin et al. 

2017). The extensive and discreet monitoring 

of internet activities provides rulers with 

insights into citizens' online behaviour 

(Robbins and Henschke 2017). The 

implementation of online surveillance serves 

to bolster autocracy by amplifying the state's 

capability to exert coercive power, exemplified 

by the precise tracking of individuals of interest 

and their behaviour in cyberspace (Peterson 

and Hoffman, 2022).  

Over the past 20 years, developments in 

digital technologies have allowed states to 

elevate the scope and depth of their domestic 

surveillance dramatically. The latter has 

allowed the state to monitor internet 

communications, collect information on 

individuals, and watch people's movements in 

urban environments. Managed by an 

expansive bureaucratic structure, such 

technological tools and practices have led to 

the emergence of elaborate national 

surveillance systems around the world. These 

systems can be used for various purposes, 

including national security, law enforcement, 

and social control. Some common 

components of these systems are CCTV 

infrastructure, facial recognition technology, AI 

and data analytics, internet censorship, 

monitoring and control centers, and 

bureaucratic institutions. As shown in the case 

of China, such a surveillance system is an 

integral part of authoritarian governance, 

whereby it enables the state to exercise 

control, maintain social order, and suppress 

dissent (Lilkov 2020).  

Underpinning China’s massive system of 

surveillance is the vast bureaucratic 

infrastructure that not only manages and 

maintains the surveillance systems but also 

includes law enforcement institutions that 

identify, track, and control individuals or 

groups that may hold opposing political views 

or advocate for human rights and democracy. 

Two of the central pillars of this surveillance 

system are the Great Firewall and the Golden 

Shield Project. The former refers to an 

extensive system of censorship and internet 

surveillance involving a combination of 

legislative actions and technologies to 

regulate and restrict the country's internet 

space. It aims to block access to certain 

foreign websites and content that the Chinese 

government considers politically sensitive or 

harmful to its interests (Griffiths 2021). The 

Golden Shield Project is a broader initiative 

encompassing internet censorship and 

surveillance and the monitoring of electronic 

communications using technologies such as 

deep packet inspection or keyword filtering 

(Chendel et al. 2019). The project is not limited 

to internet censorship; it also includes efforts 
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to enhance the overall security and control of 

information within the country.  

 In Iran, the authoritarian regime has been 

building an expansive surveillance system that 

attempts to fuse technological and 

bureaucratic infrastructures. The Islamic 

Republic’s attempts to control cyberspace 

have made it a pioneer of digital 

authoritarianism. The concept of digital 

authoritarianism was defined by Polyakova 

and Meserole as ‘the use of digital information 

technology by authoritarian regimes to 

monitor, suppress, and manipulate both 

domestic and foreign populations’ (2019, 1). 

Iran has now become a model of digital 

authoritarianism, and utilises a combination of 

censorship, disinformation, and extensive 

surveillance in the cyberspace to complement 

conventional measures of control over society 

(Conduit 2023). Digital authoritarianism not 

only restricts the flow of information but also 

attempts to disconnect online activities from 

offline developments. The 2009 Green 

Movement proved to be a milestone in the 

nexus between the cyber and the physical 

threat to the regime. Iranian protesters 

harnessed the power of social media 

platforms, such as Facebook and Twitter, to 

organize street rallies against the alleged 

election fraud (Golkar 2011). Access to social 

media has offered new opportunities for voices 

of dissent to be amplified (Khiabany and 

Zayani 2019). 

Meanwhile, the Iranian government has 

increasingly expanded its authoritarianism 

from the physical to the digital realm. Supreme 

Leader Ali Khamenei's foundation of the SCC 

in 2012 marked a significant milestone in the 

expansion of digital authoritarianism in Iran. 

This influential body comprises high-ranking 

government officials, such as the president, 

representatives from the IRGC, the judiciary, 

and the parliament. It also includes select 

ministers such as defense, intelligence, and 

information and communications technology. 

Khamenei has tasked the SCC with the 

responsibility of devising, advancing, and 

monitoring security, legal, judicial, and police 

systems to promote regime control in 

cyberspace (Etemad Online 2015). As such, 

the SCC is the top bureaucratic organ that 

manages the Iranian surveillance system.  

The SCC’s desired objective is to build the 

National Internet Network (NIN) and separate 

Iran from the global network. Modelled after 

China's Great Firewall and Russia's Runet, the 

NIN will allow Tehran to claim national 

sovereignty in cyberspace and thwart all 

circumvention tools, such as VPNs (Entekhab 

2019). In 2023, Gen. Ali-Akbar Ahmadian, 

Secretary of Iran's Supreme National Security 

Council (SNSC), stated that the US influences 

the governance of other countries through the 

internet, adding that ‘cyberspace must solely 

be under the sovereignty of states’ (Asr-e Iran 

2023).  

The NIN as the culmination of Iranian digital 

authoritarianism has received significant 

investment, but it is not yet completed 

(Financial Tribune 2023). As the regime has 

not been able to fully control cyberspace with 

conventional censorship methods, it has had 

limited success in controlling the relationship 

between online and offline activities. This was 

highlighted in the 2022 nationwide protests in 

Iran, where the internet helped to significantly 

expand the uprising following the killing of 

Mahsa Amini under the arrest of the so-called 

morality police. Iranian officials pointed to 

cyberspace as the main driver of the protests 

(Khamanei.ir 2022) and described the 2022 

protests as the most dangerous ‘riots’ against 

the Islamic Republic (Khabar Online 2023).  

These developments suggest that restrictive 

measures have failed to disconnect Iranian 

citizens from the internet.  The shortcomings 

of the censorship system serve as a reminder 

to authorities that sustaining digital 

authoritarianism requires more than just 

censorship. This idea has been reinforced due 
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to the increase in social resistance against 

internet censorship. Amid the 2022 protests, 

Abolhassan Firouzabadi, the then Secretary of 

the SCC, acknowledged that the Iranian 

government did not recognize the right to 

anonymity of internet users, dismissing it as 

‘meaningless’ (Digiato 2022). The 2022 

‘Woman, Life, Freedom’ movement in the 

streets and online activism have served as a 

reminder to the authorities that state 

mechanism of control required greater 

investment and update to quell cyber activism. 

 

Enhanced Surveillance 

Iran is emulating China in developing and 

enhancing online surveillance tools. According 

to a draft of Iran’s seventh development 

program presented in 2023, the Islamic 

Republic aims to significantly expand the 

capacity of its surveillance system within the 

next five years. Article 75 of this bill specifically 

refers to ‘establish[ing] a continuous 

monitoring system for the indicators of 

people’s lifestyle’ and obliging database 

owners ‘to furnish data to this system through 

online channels’ (Ensaf News 2023). In a way 

similar to China’s social credit system, the new 

system will put the personal lives of Iranian 

users under meticulous examination, with data 

processors gaining insights into detailed 

information such as users’ location history, 

purchase records, travel routes, internet 

search history, and downloaded content. It will 

also allow the government to rank and 

categorize citizens and discriminate against 

them when providing public services and 

awards (Khabar Online, 2023). Moreover, 

transcending the sphere of policymaking, the 

Iranian regime has undertaken active efforts to 

elevate its surveillance capabilities by 

establishing relevant organizations and 

undertaking diverse projects. 

An important component of the Iranian 

surveillance system is the Cyber Police, called 

FATA based on its Persian name. Established 

in early 2011, FATA is a specialized branch of 

the Iranian Police that is dedicated to 

addressing ‘cyber-crimes’ and has a 

significant role in surveillance (Mashregh 

News 2019). FATA is responsible for 

monitoring the cyber domain to identify 

dissident voices and arrest or silence them 

through harassment. Since its inception, FATA 

has played a significant role in identifying anti-

regime activists online. In the words of Iran's 

police chief, Gen. Ahmad-Reza Radan, 

FATA’s primary objective is to ‘proactively 

identify and neutralize both current and future 

threats, ensuring a robust security posture’ 

while using ‘cutting-edge technology’ (Fars 

News 2023). 

One such cutting-edge technology is Deep 

Packet Inspection (DPI), which is a tool that 

inspects the data being sent over a network 

and may take various forms of actions, such 

as logging the content and alerting, as well as 

blocking or re-rerouting the traffic (Bendrath 

and Mueller 2011). Iran used its ties to China 

to acquire DPI technology. A Reuters report in 

2012 revealed that China’s ZTE Corp. sold 

DPI technology to the Iranian government at 

the estimated cost of $120 million. An Iranian 

insider claimed that the system could ‘locate 

users, intercept their voice, text messaging ... 

emails, chat conversations or web access’ 

(Stecklow 2012). 

FATA assumes a pivotal role in monitoring 

online activities, discerning the identities of 

targeted individuals, especially dissidents 

amid protests, and subsequently 

apprehending them (Tasnim News 2019). 

There is no confirmed report on the number of 

forces in this police unit or their budget. 

However, in March 2022, the Iranian 

parliament enacted a decree imposing an 

obligation on Iranian banks and financial 

institutions to allocate two percent of their 

electronic transaction revenues to the national 

treasury. The designated funds are intended 



Global Policy, March 2024 

 

6 
 

to be utilized to reinforce FATA capabilities 

and improve its infrastructure (Digiato 2022). 

Also, the IRGC has expanded its involvement 

in monitoring and controlling the internet, 

using the capacity of Basij forces – a 

paramilitary volunteer wing of the IRGC. In 

January 2017, Abdolsamad Khoramabadi, 

deputy to Iran’s attorney-general at the time 

and a current member of the Supreme Court, 

reported that 18,000 volunteers had been 

recruited to survey ‘counter-revolutionary’ 

content in cyberspace. In November 2020, 

Mohammad Reza Yazdi, commander of 

Tehran’s Mohammad Rasoulollah Corps, the 

biggest military unit in Iran responsible for 

crushing protests, reported the formation of 

144 cyber battalions to counter the ‘enemies’ 

distortions’ (Mehr News 2021). They appear to 

be part of the Cyber Army that is identified as 

an ‘underground network of pro-regime cyber 

activists, hackers and bloggers [that] monitors 

the internet and launches cyber-attacks on 

opposition and anti-Islamic websites’ 

(Robertson and Marchant 2018). 

The IRGC mainly operates secretly in the 

cyber sphere, monitoring online interactions to 

suppress threats to the regime's authority and 

ideology. Its activities have been aided by a 

growing infrastructure of CCTV infrastructure 

in major Iranian cities by technology acquired 

from China’s Dahua, Tiandy, and CETC 

(China Electronics Technology Group 

Corporation) (Stecklow and Rochabrun 2020). 

In 2018, Tehran Municipality signed an 

agreement with the latter to transform Tehran 

into a smart city. Other smart city projects are 

planned for Bushehr, Isfahan, Shiraz, and 

Mashhad (Nazari et al. 2021). 

In addition, the Iranian government engages in 

undisclosed surveillance projects for which the 

responsible agencies remain unidentified. One 

such initiative has been the fabrication of 

counterfeit VPNs, which is unique to Iran. This 

endeavor facilitates the surveillance of internet 

traffic among unsuspecting Iranian users.  

Fake VPNs in Iranian surveillance 

VPNs were originally designed to safeguard 

users’ online privacy by encrypting their 

internet traffic and circumventing internet 

censorship. Over the years, the strict 

censorship regime has made it necessary for 

Iranian internet users to use VPN services if 

they want to access the internet. Today, 

almost 80 percent of Iranian internet users 

utilize VPNs, according to an Iranian MP citing 

government reports (RFE/RL 2022). Among 

the top 50 applications Iranians use on Google 

Play, 40 are VPNs (Didban Iran 2022). During 

the 2022 ‘Woman, Freedom, Life’ protests, 

daily demand for VPNs increased by 3000 

percent (Gold et al. 2022). As the number of 

VPN users increased, the Iranian regime 

started to restrict its use. In June 2012, FATA 

launched a crackdown by banning ‘illegal’ 

VPNs and harassing users. Following China 

and Russia’s lead, the Iranian regime made 

the VPN ban official in 2022 by barring the use 

of unauthorized VPNs in the Internet 

Protection Bill (RFE/RL 2022).  

Restricting VPN use is a part of the Iranian 

regime’s strategy of denying Iranian users 

access to international webpages. In an 

interview, a cybersecurity expert and human 

rights activist who was once detained in Iran 

told the authors that:  

‘The Islamic Republic has two interconnected 

policies regarding VPNs. On the one hand, 

they try to severely disrupt safe and well-

known VPNs, making them useless for Iranian 

users due to slow connection speeds and 

frequent disconnections. On the other hand, 

only authorized VPNs have the capability to 

access international internet gateways, 

rendering other VPNs ineffective.’  

Nonetheless, in recent years, a more 

interesting development has taken place that 

demonstrated the extent of authoritarian reach 

in the Iranian cyber space when it was 

revealed that the Iranian regime has 
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orchestrated ‘fake’ VPNs to trick users and 

collect their information. VPNs can 

inadvertently become tools for governments 

seeking to monitor and control digital 

communications. Consequently, individuals 

using VPNs to access restricted content or 

communicate without fear of surveillance can 

find their activities closely monitored. Iran 

serves as a compelling example of how the 

proliferation of controlled and counterfeit 

VPNs is employed to bolster the surveillance 

apparatus.  

In January 2023, a report surfaced about a 

monitoring application, EyeSpy, that was 

developed within Iran. Bitdefender, a 

Romanian cybersecurity company, revealed 

that EyeSpy-infused malware spies on the 

users of 20Speed VPN ‘via trojanized 

installers,’ jeopardizing online privacy by 

keylogging and stealing sensitive data such as 

documents, images, crypto-wallets, and 

passwords. Bitdefender offered a few ways to 

identify fake VPNs while emphasizing that 

‘there’s no bulletproof way’ to do so. In this 

vein, they pointed out three key indicators: the 

provider’s reputation, ambiguous privacy 

policy, and lack of contact details in VPN 

applications (Constantinescu 2022).  

While most fake VPNs have remained 

undetected, cybersecurity companies have 

increasingly attempted to highlight the threats 

from counterfeit VPNs. In November 2022, 

Kaspersky – a global cybersecurity and digital 

privacy company – uncovered SandStrike as 

a previously unknown Android espionage 

campaign. The company reported that a 

Persian-speaking religious minority, Baháʼí, 

was targeted via the distribution of a VPN app 

that contained highly sophisticated spyware 

that allowed ‘threat actors to collect and steal 

sensitive data, including call logs, contact lists, 

and also track any further activities of 

persecuted individuals’ (Kaspersky 2022).  

Moreover, Google's Threat Analysis Group 

has warned that state-sponsored hackers 

have attempted to camouflage their malicious 

software as VPN applications and uploaded 

them to the Google Play store. One of the 

significant campaigns that the Threat Analysis 

Group closely monitored was orchestrated by 

state-sponsored hackers affiliated with Iran, 

known as APT35. In May 2020, it discovered 

APT35's endeavour to introduce spyware into 

the Google Play Store by disguising its 

malicious payload as a VPN app, mimicking 

the appearance of ExpressVPN. Once 

installed on a user’s device, this fraudulent 

app could illicitly acquire sensitive data, such 

as call logs, text messages, contacts, and 

location information (Spadafora 2021). In this 

vein, an activist who works with a well-known 

Iranian human rights organization emphasized 

that: 

‘Tracking online data of Iranian users has 

afforded the Islamic Republic access to data 

that can potentially result in not only 

apprehending the intended targets but also 

enabling security forces to identify 

connections between the victims and other 

dissidents. Under such conditions, counterfeit 

VPNs have been a strategy for the Iranian 

government to steal users’ information.’ 

The task of determining the authenticity of 

VPNs and tracing their origins is a technical 

pursuit primarily undertaken by cybersecurity 

firms. Nevertheless, even for these 

companies, the process is challenging, 

exacerbated by the ongoing and continuous 

development of new VPNs. The Iranian 

government has not accepted responsibility 

for controlling and spreading fake VPNs. But it 

is widely understood that the authorities are 

complicit in the sale of counterfeit VPNs and 

harvesting data Mehrdad Veys-Karami, an 

Iranian MP, has acknowledged that ‘Contrary 

to common perception, employing a VPN does 

not equate to escaping control; rather, it 

involves entering the sphere of control wielded 

by security forces (Etemad 2021a).’ In 

September 2022, after admitting to using a 
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VPN himself, former president Mahmoud 

Ahmadinejad said that ‘those engaged in 

content censorship are often the very same 

people that market and provide VPN services’ 

(Etemad Online 2021b).  

 

Broader Implications 

The development and proliferation of 

surveillance systems, as seen in the case of 

Iran, indicate a diffusion of authoritarian 

practices globally. States, especially those 

with authoritarian regimes, may adopt similar 

surveillance strategies to maintain control over 

their populations. Moreover, the advancement 

in digital technologies has significantly 

expanded the scope and depth of surveillance 

capacities, enabling states to monitor internet 

communications, collect individual 

information, and track movements in urban 

environments.  

The Iranian case also illustrates the 

development of an expansive surveillance 

apparatus in response to challenges posed by 

the internet and resistance to censorship. 

Fake and controlled VPNs have been 

developed by what some Iranian officials have 

termed the 'Mafia of VPNs within the 

government’ (Didban Iran, 2021). In fact, the 

Iranian government's use of fake VPNs for 

monitoring and data theft, has opened the 

door to corrupt practices. Some MPs have 

criticized the government's involvement in the 

VPN market and called for transparency 

(Fararu, 2024). It appears that individuals 

close to the ruling regime have taken 

advantage of the gap between public demand 

for internet access and official restrictions to 

develop their own VPNs for economic and 

security gains. These are not secure and there 

are open to information sharing with 

authorities. This has led to the intersection of 

surveillance with economic interests. This 

practice also raises concerns about corruption 

and misuse of digital technologies for 

profiteering by individuals close to the ruling 

regime. The use of counterfeit VPNs could 

represent an innovative strategy to monitor 

and prosecute cyber activism. 

Policymakers and civil society need to be 

aware of the evolving landscape of 

surveillance technologies, especially in 

developing countries with authoritarian 

tendencies. Understanding the peculiar 

characteristics of surveillance systems can 

inform global strategies to address challenges 

related to digital freedoms and privacy. 
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